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Introduction and Problems &

Problem 1: Don’t fairly detect sophisticated bots Problem 2: Models suffer from Overfitting Problem 3: Vulnerable to Adversarial Attack

'Social Bot' is an automated program that may spread false information
and mimic genuine Online Social Network users to evade detection [1]. 9 9
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Motivation: To use SeIf—Supervised Contrastive Learning [3]
Zf‘»

- PrOJectlon ﬂl‘

— > /Encoder (- >

Input (x) / Encoder T} >/ Headg () \ Push dissimilar data > LEARNING
(o)

! e Shared Shared Attract 5

¢ ) \ weights weights . o i

» similar data

Augmentation — | ——3 / Projection \ __

v | fencosert (1 e ot R Problem Statement:
Given an account U and Tweets,
s fencodent(\——> ||/ Proleton\ we need to find y(U) € {0,1},
shared Attrac where y(U) = 1 means bot.

b e
\Agn;(;t I_ﬁ/Emodem\ / eagor N\ _ RQ1: Performance and Ablations

Perform tests on Two Datasets (Varol and Gilani) RQ2: Generallz.ablllty
which includes these bots that mimic humans. RQ3: Adversarial Robustness

In baseline models In BotSSCL Framework

Human

An improved Linear Separability

Performance of Baselines on Dataset 1 (D1)

Shared

=
o

Result RQ1

B F1 Score [ Precision B Recall B Accuracy

Performance
o ©

(@)] Qo

1

_O
I
1

BotSSCL Botometer BotHunter DDNA (B3) DDNA (B6) DeeProBot SATAR
Performance of Baselines on Dataset 2 (D2)

1.0
B F1 Score [ Precision B Recall I Accuracy
S 0.8 -
c
©
=
oS 0.6 A
/ Augmentatlon 1: Feature Corruption Augmentation 2: MICE Imputation -. Augmentatlon 3: Linear Transformation \ S_L_)
t Drawing some features for X Putting some features as X Applying linear transformation on X 0.4 -
Feature Englneerlng \ User Representatlon \ corruption using random NaN for corruption using features
Input (x) substitution from other sample MICE algorithm
N : BotSSCL Botometer BotHunter DDNA (B3) DDNA (B6) DeeProBot SATAR
: User Metadata —1—> Input (x) Input (x) ' Input (x)
> |

S —,
———

- User Tweet _:_, | Result RQ2 BotSSCL Generalizability performance in terms of
:E :5 1-class, full model and LOBO model F1-score (%).

Dataset 1-class F1 Full model F1 LOBO model F1

|OSN Public : :
1
1

: Dataset [\\@ Tweet Metadata —+——>»
1

m Tweet Temporal —:—> Varol (D1) 77 76 68
© s ’ I } Gilani (D2) 79 75 67
Twibot-22 (D3) 69 56 51

s . B
Classification

Layer ! 'Evaluation of Adversarial Robustness of BotSSCL in

'
: Head h(-) , R It RO3
—> Projecti esult :
Encoder f (- o () : . - Q terms of success rate, number of adversarial samples gener-
Head g ( ﬂ : _, / Pre-Trained I
1

L
Encoder f(-) ' ated, and time taken to brute force complete search space.
Shared Shared Contrastive 1 | X
welghts vwelghts Loss ! . . . BotSSCL
1

x Outout : Adversarial Manipulation :
- we < | Success Rate Samples Time Taken
—_— > Encoder f (- y» / Projection \ 5 Label .
Head g (-) _ _ ' 1) User Metadata Feature 0.5% 1 ~ 10 Hours
.  Evaluation of Representation - 2) T t Metadata Feat 55 o 5 9 Hours
‘ weet Metadata Feature 5% X u

3) Tweet Temporal Feature 12.5 % 25 ~ 3 Hours

4) All Above Three Feature 4.0 % 8 ~ 19.5 Hours

O[T

We achieved 6% and 8% better than
baseline models on both datasets.

Conclusion

BotSSCL outperforms baselines on two datasets.
[t also provides generalizability guarantees and
IS robust to adversarial attacks.

~6% and ~8%

BotSSCL is generalizable as it achieves similar
performance when trained with any dataset and
tested with other

Only allows 4% success to adversaries for evasion.
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